UNITED STATES DISTRICT COURT
MIDDLE DISTRICT OF FLORIDA
TAMPA DIVISION
UNITED STATES OF AMERICA

V. Case No. 8:03-CR-77-T-30TBM

HATEM NAJI FARIZ
/

SECOND AMENDED MOTION FOR DISCLOSURE OF MATERIALS
RELATED TO SURVEILLANCE PURSUANT TO THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT (“FISA”) AND FOR SUPPRESSION OF
THE FRUITS OF ALL SURVEILLANCE CONDUCTED UNDER FISA
AND MEMORANDUM OF LAW IN SUPPORT

Defendant, Hatem Ngji Fariz, by and through undersigned counsel, and pursuant to
theFirst, Fourth, Fifth, and Sixth Amendmentstothe U.S. Constitution, 50 U.S.C. § 1806(€),
(f), and (g), and Federal Rule of Criminal Procedure 12(b)(3)(C), respectfully requests that
thisHonorable Court (1) order the disclosure of materialsrelated to surveillance of Mr. Fariz
under the Foreign Intelligence Surveillance Act (“FISA™) and (2) suppress the fruits of all
surveillance under FISA. As grounds in support, Mr. Fariz states:

1. On February 25, 2003, the government filed its notice of intent to use
information gathered from e ectronic surveillance pursuant to FI SA during thetrial and other
proceedings against Mr. Fariz. (Doc. 26).

2. The government has informed the Court and defense counsel that this case
involves 152 applications for FISA wiretaps, and each of these applications essentially was
three-month wiretap of the facility. (Doc. 542, Arraignment Tr. 3/25/03, at 24). Mr. Fariz

includes as the subject of this motion any and all FISA applications, orders, and intercepts



where Mr. Fariziseither thetarget or isoverheard on others’ surveillance. The government
has indicated that it conducted wiretap surveillance of Mr. Fariz's phone line beginning in
2002 and continuing at least to the date of the original indictment in this case. See, e.g.,
Affidavit of Kerry Myers in Support of Search Warrants 15 (Feb. 19, 2003). The
government began its electronic surveillance of Sami Al-Arian, Ramadan Shallah, WISE,
and ICP in 1993 and 1994. Id. at 14-15. In 1999, the government began its electronic
surveillance of Sameeh Hammoudeh in 1999. /d. at 15. Mr. Fariz has been recorded on
others’ wiretaps, including but not limited to Dr. Al-Arian and Mr. Hammoudeh, and the
government has indicated that it will seek to introduce some of these statements at trial.

3. Counsel for Mr. Farizhave previoudy requested that the government disclose,
inter alia, any FISA applicaions, court orders authorizing surveillance, and a copy of any
minimization procedures. The government declined to produce any FISA materials in
response to Mr. Fariz's general request and has failed to respond to Mr. Fariz's specific
request for FISA materials.

4, Mr. Fariz herein seeks to suppress the fruits of any and all electronic
surveillance conducted pursuant to FISA, under 50 U.S.C. § 1806(e) andthe First and Fourth
Amendments to the U.S. Congtitution. Mr. Fariz first provides an overview of FISA.
Second, Mr. Fariz requeststhe disclosure of the FISA related materids, pursuant to the Fifth
and Sixth Amendmentsand 50 U.S.C. § 1806(f) and (g). If the Court deniesthisrequest for
disclosure, Mr. Fariz would respectfully request the opportunity to submit a memorandum

to assist this Court’s ex parte review in its determination of the legality of the FISA
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surveillance. Third, Mr. Fariz moves to suppress the fruits of all FISA electronic

surveillance, pursuant to 50 U.S.C. § 1806(e). Finaly, should the Court find that the FISA

applications and orders comply with FISA, Mr. Fariz lastly moves to suppress the fruits of

the FISA surveillance on the grounds that FI SA itself is unconstitutional. In order to fully

address these issues, Mr. Fariz additionally requests an evidentiary hearing.
MEMORANDUM OF LAW

I. This Court Should Suppress All Fruits of Surveillance Under FISA, Based on
Violations of the FISA Statute and the U.S. Constitution

Mr. Fariz is a United States citizen. He is therefore a United States person for
purposesof FISA. 50 U.S.C. §1801(i). Accordingly, Mr. Fariz is afforded not only the full
protections of the First, Fourth, Fifth, and Sixth Amendmentsto the U.S. Constitution, but
also additional protections under FISA, including that the FISA gpplication may not be
approved solely on the bads of First Amendment activities, and that the government must
follow minimization requirements. 50 U.S.C. 8 1801(h); id. 8 1805(a)(3)(A); see also id. §
1805(a)(5).

A. Overview of FISA

Congressenacted the Foreign Intelligence Surveillance Act, 50 U.S.C. § 1801 et segq.
in1978. Pursuant to FISA, afederal officer, with the gpoproval of the Attorney Generd, may
apply to the U.S. Foreign Intelligence Surveillance Court (*FISC”) for an order approving
electronic surveillance made upon abelief that “the target of the electronic surveillance is

aforeign power or an agent of aforeign power; and . . . each of thefacilities or places at



whichtheelectronic surveillanceisdirectedisbeingused, or isabout to be used, by aforeign
power or an agent of aforeign power.” 50 U.S.C. § 1804(a)(4)(A), (B).* A “foreign power”
means:

(1) a foreign government or any component thereof, whether or not
recognized by the United States;

(2) afaction of aforeign nation or nations, not substantially composed of
United States persons;

(3) an entity that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign government or
governments;

(4) agroup engaged in international terrorism or activities in preparation
therefor;

(5) a foreign-based political organization, not substantially composed of
United States persons; or

(6) anentity that isdirected and controlled by aforei gn government or governments

! FISA containsfour parts, governing el ectronic surveillance (50 U.S.C. 8§ 1801 et seq.),
physical searches (50 U.S.C. § 1821 et seq.), pen register and trap and trace devices (50 U.S.C. 8
1841 et seq.), and businessrecords (50 U.S.C. § 1861 et seq.). Asthegovernment hasonly provided
notice that “electronic surveillance” is a issue in this case, (Doc. 26), Mr. Fariz accordingly
addresses the applicable provisionsin FISA, 50 U.S.C. §§ 1801-1811.
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50 U.S.C. §1801(a).2
FISA defines an “agent of aforeign power” as any person who:

(A) knowingly engagesin clandestine intelligence gathering activitiesfor or
on behalf of a foreign power, which activities involve or may involve a
violation of the criminal statutes of the United States;

(B) pursuant to thedirection of anintelligence service or network of aforeign
power, knowingly engagesin any other dandestineintelligence activitiesfor
or on behalf of such foreign power, which activities involve or are about to
involve aviolation of the criminal statutes of the United States;

(C) knowingly engages in sabotage or international terrorism, or activities
that are in preparation therefor, for or on behalf of aforeign power;

(D) knowingly entersthe United Statesunder afa seor fraudul ent identity for
or on behalf of aforeign power or, while in the United States, knowingly
assumes afalse or fraudulent identity for or on behalf of aforeign power; or
(E) knowingly ads or abets any person in the conduct of activities described
in subparagraph (A), (B), or (C) or knowingly conspireswith any person to
engage in activities described in subparagraph (A), (B), or (C).

2

“International terrorism,” for FISA purposes, is defined as activities that:

(1) involve violent acts or acts dangerous to human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal
violation if committed within the jurisdiction of the United States or any State;
(2) appear to be intended--

(A) to intimidate or coerce a civilian population;

(B) to influence the policy of a government by intimidation or coercion; or

(C) to affect the conduct of agovernment by assassination or kidnaping; and
(3) occur totally outside the United States, or transcend nationa boundariesin terms
of the means by which they are accomplished, the persons they appear intended to
coerceor intimidate, or thelocaleinwhich their perpetrators operateor seek asylum.

50 U.S.C. § 1801(c) (emphasis added).



50 U.S.C. § 1801(b)(2) 2

A FISA application must include, in addition to the statement of facts and
circumstances justifying the officer’ s belief that the target is an agent of aforeign power, a
certification from the Assistant to the President for National Security Affairsor an executive

officid designated by the President:

(A) that the certifying official deems the information sought to be foreign
intelligence information;

(B) that a significant purpose of the surveillance is to obtain foreign
intelligence information;*

(C) that such information cannot reasonably be obtained by norma
Investigative techniques,

(D) that designates the type of foreign intelligence information being sought
according to the categories described in section 1801(e) of thistitle; and

(E) including a statement of the basis for the certification that--

() the information sought is the type of foreign intelligence
information designated; and

(if) such information cannot reasonably be obtained by normal
investigative techniques,

3 FISA also contains a definition of “agent of aforeign power” that pertains only to
non-United States persons. 50 U.S.C. 8 1801(b)(1). Since Mr. Fariz is a United States person, it
does not apply here.

4 Prior to the PATRIOT Act, Pub. L. No. 107-56, § 218, 115 Stat. 272, 291 (Oct. 26,
2001), the executive officer was required to certify that “the purpose of the surveillanceisto obtain
foreignintelligenceinformation.” 50 U.S.C. § 1804(a)(7)(B) (2000). The PATRIOT Act amended
thisrequirement to provide that the officer certify that “asgnificant purpose” of the surveillanceis
to obtain foreign intelligence information.



50 U.S.C. 8§ 1804(a)(7)(A)-(E). FISA defines“foreign intelligenceinformation” to mean:

(1) information that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against--
(A) actual or potential attack or other grave hostile acts of a foreign

power or an agent of aforeign power;
(B) sabotage or international terrorism by aforeign power or an agent

of aforeign power; or
(C) clandegtine intelligence activities by an intelligence service or

network of aforeign power or by an agent of aforeign power; or

(2) information with respect to aforeign power or foreignterritory that relates
to, and if concerning a United States person is necessary to--
(A) the national defense or the security of the United States; or

(B) the conduct of the foreign affairs of the United States.

50 U.S.C. 8§ 1801(e)(1)-(2) (emphasis added). Finaly, the application must also include,
inter alia, (1) “a statement of the proposed minimization procedures,” (2) “a detailed
description of the nature of the information sought and the type of communications or
activities to be subjected to the surveillance,” (3) “statement of the means by which the
surveillance will be effected and a statement whether physical entry isrequired to effect the
surveillance,” and (4) “ astatement of thefactsconcerning all previousapplicationsthat have
been made to any judge under this subchapter involving any of the persons, facilities, or
places specified in the application, and the action taken on each previous application.” 50
U.S.C. § 1804(a)(5), (6), (8), and (9).

A judge of the FISC may approve an application for electronic surveillance if he

finds, inter alia:



(3) onthebasisof the facts submitted by theapplicant thereis probablecause
to believe that--
(A) the target of the electronic surveillanceis aforeign power or an

agent of aforeign power: Provided, That no United States person may
be considered a foreign power or an agent of a foreign power solely
upon the basis of activities protected by the first amendment to the
Constitution of the United States; and

(B) each of thefacilitiesor placesat which the electronic surveillance

isdirected isbeing used, or isabout to be used, by aforeign power or
an agent of aforeign power;

(4) the proposed minimizaion procedures meet the definition of
minimization procedures under section 1801(h) of thistitle; and

(5) the application which has been filed contains all statements and
certifications required by section 1804 of this title and, if the target is a
United States person, the certification or certifications are not clearly
erroneous on the basis of the statement made under section 1804(a)(7)(E) of
this title and any other information furnished under section 1804(d) of this
title.

50 U.S.C. § 1805(a)(3)-(4) (emphasis added).

FISA providesthan an “aggrieved person” may move to suppress evidence obtained
or derivedfrom such electronic surveillanceif “ (1) theinformation wasunlawfully acquired;
or (2) the surveillance was not made in conformity with an order of authorization or
approval.” 50U.S.C. §1806(e). An*“aggrieved person” isdefined asone*“whoisthetarget
of an electronic surveillance or any other person whose communications or activities were
subject to electronic surveillance.” 50 U.S.C. 8 1801(k). Mr. Fariz is an aggrieved person
under FISA, both with respect to electronic surveillance where heisthe target and where he

is recorded in the course of others FISA €ectronic surveillance. United States v.



Cavanaugh, 807 F.2d 787, 789 (9th Cir. 1987) (finding party to intercepted communication
an aggrieved party); United States v. Belfield, 692 F.2d 141, 143, 146 n.21 (D.C. Cir. 1982)
(finding that party “incidentally overheard during the course of surveillance of another
target” isan aggrieved party); see United States v. Badia, 827 F.2d 1458, 1461 - 64 (11th Cir.
1987) (reviewing motion to suppress brought by individuad heard on another's FISA

surveillance).
B. Request for Disclosure

Mr. Farizmovesfor disclosureof any and all FI SA applicationsand orderswhereMr.
Fariz isthe target of the proposed electronic surveillance, or where his conversations were
otherwise subject to electronic surveillance under FISA. See 50 U.S.C. 8§ 1801(k). Mr. Fariz
anticipates that the government, as it has done in other cases involving FISA surveillance,
will submit an affidavit of the Attorney General “under oath that disclosure or an adversary
hearing would harm the national security of the United States,” requiringthisCourt toreview
the FISA application, order, and other materials in camera and ex parte. 50 U.S.C. §
1806(f). The Court may, however, “disclose to the aggrieved person, under appropriate
security procedures and protective orders, portions of the application, order, or other
materids relating to the surveillance only where such disclosure is necessary to make an
accurae determination of the legality of the surveillance” or where “due process requires
discovery or disclosure.” Id. 8 1806(f), (g). Mr. Fariz challenges any nondisclosure on both

constitutional and statutory grounds.



Mr. Farizfirst objectsto the unfettered authority of the Attorney Genera to foredose
review of FISA applications, orders, and other materias by invoking the broad banner of

“national security.” Asthe Supreme Court has explained:

It is fundamental that the great powers of Congress to conduct war and to
regulae the Nation's foreign relations are subject to the constitutional
requirementsof dueprocess. Theimperative necessity for safeguardingthese
rightsto procedural due processunder the gravest of emergencieshasexisted
throughout our constitutional history, for it is then, under the pressing
exigencies of crisis, that there is the greatest temptation to dispense with
fundamental constitutional guarantees which, it is feared, will inhibit
governmental action. “The Constitution of the United States is a law for
rulers and people, equaly in war and in peace, and covers with the shield of
its protection al classes of men, at all times, and under al circumstances.”

Kennedy v. Mendoza-Martinez, 372 U.S. 144, 164-65 (1963) (footnote and citations
omitted). FISA therefore cannot provide the Attorney General the authority to deny an

individual due process by merely invoking national security concerns.

Instead, this Court should be provided the opportunity to decide, based on the
circumstancesof thisparticular case, whether disclosureisappropriate. Due processrequires
such an individualized determination. See generally Matthews v. Eldridge, 424 U.S. 319,
334-35 (1976) (“[O]ur prior decisionsindicate that identification of the specific dictates of
due process generally requires consideration of three distinct factors: First, the private
interest that will be affected by the official action; second, the risk of an erroneous
deprivation of such interest through the procedures used, and the probable value, if any, of
additional or substitute procedural safeguards; and finally, the Government's interest,

including thefunction involved and thefiscal and administrative burdensthat the additional
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the statutory language of FISA).

or substitute procedural requirement would entail.”); see also Detroit Free Press v. Ashcroft,
303 F.3d 683, 692-93 (6th Cir. 2002) (affirming ruling that government’ s “blanket closure
of deportation hearings in ‘special interest’ cases [is] unconstitutional” under the First
Amendment and indicating that “[w]hile we sympathize and share the Government’ s fear
that dangerous information might be disclosed in some of these hearings, we fed that the
ordinary process of determining whether closure is warranted on a case-by-case basis
sufficiently addresses their concerns’).

Otherwise, the government will alwaysassert thisprivilege and deny any meaningful
opportunity for review of itsactions. Indeed, the defenseisnot aware of asingle FISA case
where the government did not assert a nationd security privilege. The government should
not be provided the unchecked authority to deny access to the defense of the FISA
applications and orders, since such denial violates Mr. Fariz' s due process right to be heard
at ameaningful timeand inameaningful manner under theFifth Amendment, see Matthews,
424 U.S. at 333, and denies him the opportunity to be provided the effective assistance of

counsel, guaranteed to him by the Sixth Amendment.® In the absence of disclosure, counsel

° While Mr. Fariz recognizes that other courts have uphed the automatic ex parte, in

camera review upon thefiling of the Attorney Generd’ s affidavit against constitutiond challenges,
Mr. Fariz notes that the Eleventh Circuit gpparently has not addressed the constitutionality of 18
U.S.C. 8§ 1806(f). See Badia, 827 F.2d at 1464 (examining whether disclosure was required under
Moreover, as next addressed, even if this provision is
constitutional, courts have recogni zed situationsin which FISA disclosure may be gopropriate. Mr.

Fariz asserts that thisis such a case.
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for Mr. Fariz are left to guess the bases for the FISA applications, undermining any
opportunity for meaningful review of the government’s actions in this case.®

Inaddition, Mr. Fariz contendsthat disclosureof therequested FI SA materials,inthis
particular case, iswarranted under 50 U.S.C. § 1806(f) and (g), asdisclosureis necessary to
ensure an accurate determination of thelegality of the surveillance and isrequired under due
process. Courts have recognized that ex parte, in camera review may not be appropriate
wherethe caseis complex. Cf. Badia, 827 F.2d at 1464 (noting that “the district court was
able to determine the legality of the [FISA] surveillance without disclosing the contents of
the application”); United States v. Thomson, 752 F. Supp. 75, 79 (W.D.N.Y. 1990) (“the
Court finds that the issues in this case are not so complex that the participation of the
defendant is required to accurately determine the legality of the [FISA] surveillance at
issue”); In re Matter of Kevork, 634 F. Supp. 1002, 1008 (C.D. Cal. 1985) (“The [FISA]
applications are not lengthy nor are the orders. All are straightforward and readily
understood and | perceive no necessity for assistance in the form of counsel’s analysis or
argument. The issues here are few and well defined and do not require any extensive
investigation asin Alderman v. United States, 394 U.S. 165,89 S. Ct. 961, 22 L. Ed. 2d 176
(1969).”), aff'd, 788 F.2d 566 (9th Cir. 1986); see also United States v. Lemonakis, 485 F.2d

941, 963 (D.D.C. 1973) (noting that inthis pre-FISA case*thetask of ascertaining relevance

6 Counsd for Mr. Fariz would additionally note that the undersigned, along with
another member of Mr. Fariz's defense team, applied for security clearances in this case.
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IS not ‘too complex, and the margin of error too great, to rely wholly on the in camera
judgment’ of this court”) (citation omitted).

The Supreme Court’s observations in Alderman v. United States, 394 U.S. 165
(1969), in this regard are particularly instructive:

Adversary proceedings are a major aspect of our system of criminal justice.
Their superiority as ameans for attaining justice in a given case is nowhere
more evident than in those cases, such asthe ones at bar, where an issuemust
be decided on the bads of a large volume of factual materids, and after
consideration of the many and subtle interrelationships which may exist
among thefactsreflected by these records. Asthe need for adversary inquiry
isincreased by the complexity of the issues presented for adjudication, and
by the consequent inadequacy of ex parte procedures as a means for their
accurate resol ution, the displacement of wdl-informed advocacy necessarily
becomes less justifiable.

Adversary proceedings will not magically eliminate all error, but they will
substantidly reduceitsincidence by guarding against the possibility that the
trial judge, through lack of time or unfamiliarity with the information
contained in and suggested by the materials, will be unable to provide the
scrutiny which the Fourth Amendment exclusionary rule demands.

Id. at 183-84 (requiring disclosure to determine whether evidence was the product of
surveillance that was unlawful). Mr. Fariz submits that the complexity and volume of the
alleged facts, individuals involved, and the interrelationships between them requires the
participation of defense counsel for this Court to be assured of an accurate determination of
the legality of the FISA electronic surveillance in this case.

Inadditionto thecriteriafor disclosure contained in 50 U.S.C. § 1806(f), courtshave
examined the legidlative history and found:

The legislaive history explains that such discosure is “necessary” only

where the court’s initial review of the application, order, and fruits of the
surveillance indicates that the question of legality may be complicated by
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factors such as “indications of possible misrepresentations of fact, vague

identification of the persons to be surveilled, or surveillance records which

include a significant amount of nonforeign intelligenceinformation, calling

into question compliance with the minimization standards contained in the

order.”
Belfield, 692 F.2d & 147 (quoting S. Rep. No. 95-701 at 64 (1978)); accord United States
v. Duggan, 743 F.2d 59, 78 (2d Cir. 1984). Asexplained more fully in Part C, infra, Mr.
Fariz submits at a minimum that he should be provided the applicable FISA materialsunder
this standard, particularly in light of “possible misstatements of fact” and the “ significant
amount of nonforeign intelligence information” contained in the FISA intercepts, “calling
into question compliance with the minimization standards contained in the order.” 7d.

C. Compliance with FISA

Mr. Fariz challenges the government’ s compliance with the statutory requirements
of FISA. Should the Court decide to review the FISA gpplications, orders, and other
materids ex parte and in camera, Mr. Fariz submits the following outline of issues for the
Court’s consideration and would respectfully request the opportunity to provide a
memorandum ex parte to brief these issues more fully. While the government must meet
each of the requirements of FISA, Mr. Fariz focuses on the significant issuesthat will likely
be involved in the review of the FISA materials.

1. “Agent of a foreign power” and the First Amendment
Mr. Fariz challenges whether the government could demonstrate that he was an

“agent of aforeign power,” as defined in 50 U.S.C. § 1801(b)(2). Of the criteria, only one

seems likely to have been relied upon (based on the charges in this case): any person who
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“knowingly engagesin sabotage or international terrorism, or activitiesthat arein preparation
therefor, for or on behalf of a foreign power,” or knowingly aids and abets or knowingly
conspiresto do so. 50 U.S.C. § 1801(b)(2)(C), (E). “International terrorism,” by its FISA
definition, involves violent acts or acts dangerous to human life. 50 U.S.C. 8§ 1801(c)(1)
(including as one of the required factors that the activities “involve violent acts or acts
dangerous to human life. . ."”).

Mr. Fariz asserts that the government could not meet the probable cause standard
when it submitted its FISA application(s) with respect to Mr. Fariz. For example, the
government concedes that the Defendants in this case, including Mr. Fariz, have not
participated in any violent acts themselves, nor has there been any allegations against Mr.
Fariz that he planned or engaged in activitiesin preparation for any attacks. Moreover, for
the government to have proceeded under an ading and abetting or conspiracy theory, the
government would have had to show that Mr. Fariz had theintention of furthering the violent
acts. Assuch, Mr. Fariz contends that he does not meet the definition of an “agent of a
foreign power.” See Badia, 827 F.2d at 1461,1464 (“ The documents show clearly that
Arocenawas an agent of aforeign power as defined by § 1801(b)(2)(C)). Specific factsin
the application establish that Arocenahad participated in terrorist acts on behalf of Omega-7
[amilitant anti-Castro organi zation], and had been actively engaged ininternationd terrorism
prior to the date of the publication for surveillance.”).

The FISA application must additionally go beyond activities protected by the First

Amendment in order to comply with the requirements of FISA. 50 U.S.C. 8 1805(a)(3)(A).
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For example, the FISA application cannot be based on mere association with other
individuds or groups — not only because it would not meet the definition of “agent of a
foreign power,” but also because such activities would be protected by the First
Amendment.” Additionally, for any fund-raising to be the basis of a clam that Mr. Fariz
was an “agent of aforeign power,” Mr. Fariz contends that the government would have had
to demonstrate that heintended that these funds would go toward violent attacks. Mr. Fariz
bases this contention not only on long-standing Supreme Court precedent, but on the
statutory language contained in FISA. 50 U.S.C. 8§ 1801(b)(2); id. 8 1801(c)(1); see, e.g.,
NAACPv. Claiborne Hardware Co.,458 U.S. 886, 916-17 (1982); Healy v. James, 408 U.S.
169, 186 (1972); Scales v. United States, 367 U.S. 203, 229 (1961) (citing Noto v. United
States, 367 U.S. 290 (1961)).

In the absence of disclosure of the FISA applications, it is difficult to address any
inaccuracies regarding the basis of whether Mr. Fariz was an agent of a foreign power in
detail. Mr. Fariz at this juncture would note that to the extent that any of the FISA
applications or renewal applicationsrelied on aleged conversations between Mr. Fariz and
Abd Al Aziz Awdaor about Awda, asdescribedintheoriginal indictment’ sOvert Acts 236,
238, 240, and 247, the government has admitted that Awda was misidentified. Moreover,

the government had information as early as 2000 that Awda had left the PIJ to join the

! Mr. Fariz incorporates by reference his First and Fifth Amendment arguments made
in his Response to the Government’s Motion for Reconsideration of the Court’s March 12, 2004
Order Asit Pertains to the Science Requirements of a Section 2339B Prosecution. (Doc. 543).
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Palestinian Authority (“PA™), and had information in 1998 that Awdawas part of a splinter
group that advocated improving relations with the PA. (Doc. 683). If any of the FISA
applicationsrelied on aconnection between Awdaand PlJto justify surveillancebut omitted
this information, or recklessly or intentionally misidentified Awda, this omission or error
would be material and would require further consideration, and possible suppression,
pursuant to Franks v. Delaware, 438 U.S. 154 (1978).

2. Purpose of the Surveillance: Whether to Obtain Foreign
Intelligence Information

For FI SA electronic surveillanceprior to October 26, 2001, theappropriateexecutive
officia had tocertify that “the purpose” of the surveillancewasto obtain foreignintelligence
information. Beginning on October 26, 2001, Congress amended this provision to require
that “asignificant purpose” of the survellance beto obtain foreign intelligence information.

Mr. Fariz seeks disclosure, or at least Court review, of government records relating to the
purpose of the electronic surveillance in this case, those responsible for overseeing and
directing the surveillance, when such information was shared between intelligence officials
and law enforcement personnel, and the FISA applications and orders providing such
information. Only by review of these documents can Mr. Fariz be assured that the

government complied with this requirement of FISA. See, e.g., Badia, 827 F.2d at 1464
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(finding that “the documents establish that the telephone surveillance of Arocena did not
have as its purpose the primary objective of investigating a criminal act.”).?

In particular, Mr. Fariz questions when the investigation became primarily criminal
in nature. As early as November 1995, the government obtained criminal search warrants

of Dr. Al-Arian’sresidence, Dr. Al-Arian’ soffice at the University of South Florida, and the

8 Mr. Farizrecognizesthat the U.S. Foreign Intelligence Surveillance Court of Review
(“FISCR”), initsfirst ever appeal, took issue with other courts of appeals that had held that FISA
statutorily required that obtaining foreign intelligence information be the * primary purpose’ of the
electronic surveillance. See In re Sealed Case, 310 F.3d 717, 721-28 (FISCR 2002). In that case,
however, the Court ultimately faced whether FISA, as amended by the PATRIOT Act in 2001,
requires that foreign inteligence gathering be the primary purpose. FISCR decided that it did not.
Id. at 736 (“Having determined that FISA, as amended, does not oblige the government to
demonstrate to the FISA court that its primary purpose in conducting electronic surveillance isnot
criminal prosecution, we are obliged to consider whether the statute as amended is consistent with
the Fourth Amendment.”).

Mr. Fariz challengeswhether the government could meet either the primary purpose (before
October 26, 2001) or significant purpose (on or after October 26, 2001) standard. Even asto the
latter, H SCR has indicated that:

The addition of the word ‘significant’ to section 1804(a)(7)(B) imposed a
requirement that the government must have a measurable foreign intelligence
purpose, other than just criminal prosecution of even foreign intelligence crimes. .
.. [I]n light of the significant purpose amendment of section 1804 it seems section
1805 must be interpreted as giving the FISA court the authority to review the
government’ s purpose in seeking the information.”

In re Sealed Case, 310 F.3d at 735.

Mr. Fariz additionaly challenges, on constitutiond grounds, electronic surveillance where
its primary purpose was law enforcement, as addressed in Part D. Relatedly, Mr. Fariz notes that
while FISCR reversed FISC's order preventing law enforcement officials from directing or
controlling FISA survellance, In re Sealed Case, 310 F.3d at 746; In re All Matters, 218 F. Supp.
2d at 622-27, Mr. Fariz contends that FISCR’ s holding isinconsisent with the Fourth Amendment
requirements that electronic surveillance conducted for law enforcement purposes meet the
traditional warrant and probable cause requirements. See Part D, infra.
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Office of the World Islamic Studies Enterprise, based on an investigation “of possible
criminal conduct by Sami Al-Arian, Ramadan Abdullah Shallah, Bashir Nafi, the Islamic
Committee for Palestine, a'so known as the Islamic Concern Project (hereinafter ICP), the
World and Islam Enterprise (hereinafter WISE), and persons and entities association with
them.” Affidavit of William D. West at 2 (M.D. Fla. Nov. 17, 1995). In December 1995,
FBI Specia Agent Barry Carmody sought another criminal search warrant and reported that
the government had seized from the residence of Dr. Al-Arian “aletter written by Sami Al-
Arianinwhich Al-Arianissoliciting funds for the ISslamic movement in Palestine.. . . . This
letter also appealsfor support for the Jihad so that the peoplewill not losefaithinIslam. As
noted previoudly, the Jihad has been declared an international terrorist organization by the
Department of State.” Application and Affidavit for Search Warrant of M. Barry Carmody,
Case No. 95-529-MM, at 4 (M.D. Fla. Dec. 19, 1995). Accordingly, at least by November
1995, the government was pursuing its crimind investigation of Dr. Al-Arian and others,
based on activities that the government is now using to support its charges under RICO.
Mr. Fariz would further request disclosure, or at least Court review, of the dates of
any and al federal grand jury activity in this matter. Mr. Fariz reasons tha since his
surveillance began in 2002 and continued until the date of the indictment, the FISA
application and renewal applications must have been submitted to the FISC at the latest
during and periodically through 2002. The origind indictment in this case, containing 50
counts and 121-pages, was returned on February 19, 2003. (Doc. 1). Mr. Fariz requests

information concerning when the government began to seek an indictment against the
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Defendants and whether thereisan overlap in activity. Mr. Fariz additionally requests any
and all authorizations of the Attorney General referenced in 50 U.S.C. § 1806(b). See In re
Kevork, 634 F. Supp. at 1007 (noting that the Attorney General authorizations approving the
use of FISA interceptsin the proceedings have been made available to the defendants).

3. The Information Cannot Reasonably Be Obtained by Normal
Investigative Techniques

Mr. Fariz challenges whether the information that the government sought could not
have been obtaned through normal investigative techniques, including a Title Il wiretap.
See 50 U.S.C. § 1804(a)(7)(C), (E)(ii). Mr. Fariz notes that many of the offensesdlegedin
thiscaseareincluded in thelist of offensesfor which wiretappi ng can occur under Titlelll.
See 18 U.S.C. § 2516; 18 U.S.C. 8§ 2518; see also U.S. PATRIOT Act, Pub L. No. 107-56,
§201, 115 Stat. 272, 278 (2001) (adding 18 U.S.C. § 2339B). That Congressincluded these
crimesin Titlelll demonstratesthat Congressintended for Titlelll to remain themechanism
for law enforcement to conduct surveillance for terrorism-related criminal investigations.
If the government could not have met the standards for aTitle 11 wiretap, namely probable
causethat one of the enumerated crimeswas being committed, FI SA was not designed to be
an end-run around the Fourth Amendment warrant requirement. The government has
informed the Court that all of the intercepts listed in the original indictment were obtained
through FISA, not Titlelll. (Doc. 542, Tr. 3/25/03, at 24-25). At some point, as addressed
in Part C.2, supra, the government had to have shifted its focus to a criminal investigation.

Mr. Fariz therefore challenges whether the government has met this FISA requirement. As
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Mr. FarizisaUnited States person, the government’ scertification of thisrequirement under
50 U.S.C. 8§ 1804(a)(7)(E) must not be clearly erroneous. 50 U.S.C. § 1805(a)(5).
4. Minimization Procedures
FISA requires that an order approving eectronic surveillance must be based on a
finding that “the proposed minimization procedures meet the definition of minimization
procedures under section 1801(h) of thistitle” 50 U.S.C. § 1805(a)(4). “Minimization

procedures’ are defined as:

(2) specific procedures, which shall be adopted by the Attorney Generd, that
arereasonably designed in light of the purpose and techniqueof the particul ar
surveillance, to minimize the acquisition and retention, and prohibit the
dissemination, of nonpublicly availableinformation concerning unconsenting
United States persons consi stent with the need of the United Statesto obtain,
produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which is
not foreign intelligence information, as defined in subsection (e)(1) of this
section, shall not be disseminated in a manner that identifies any United
States person, without such person's consent, unless such person'sidentity is
necessary to understand foreign intelligence information or assess its
importance;

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the
retention and dissemination of information that is evidence of a crime which
has been, isbeing, or is about to be committed and that is to be retained or
disseminated for law enforcement purposes; and

(4) notwithstanding paragraphs(1), (2), and (3), with respect to any el ectronic
surveillanceapproved pursuant to section 1802(a) of thistitle, proceduresthat
require that no contents of any communication to which a United States
personisaparty shall bedisclosed, disseminated, or used for any purpose or
retained for longer than 72 hours unless a court order under section 1805 of
this title is obtained or unless the Attorney Genera determines that the
information indicates athreat of death or serious bodily harm to any person.
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50 U.S.C. § 1801(h) (emphases added).

The minimization procedures usedin the FISA electronic surveillance applicablein
this case should have been included within the FISA applications and orders, and therefore
Mr. Fariz requestsdisclosureof thesematerids. Mr. Fariz further submitsthat real questions
exist as to whether the government followed the minimization procedures in this case, as
defined in 50 U.S.C. § 1801(h), providing an additiond basis for the disclosure of these
materials and suppression. See Part B, supra.

Minimization procedures are designed “to protect the privacy rights of Americans.
.. consistent with the need of the United States to obtain, produce, and disseminate foreign
intelligence information.” In re All Matters, 218 F. Supp. 2d 611, 613 (FISC 2002). The
manner in which the FISA electronic surveillancewas conducted in this casefailed to secure
Mr. Fariz's privacy rights as an American, and cannot be justified based on either foreign
intelligence or law enforcement purposes. See 50 U.S.C. 8§ 1801(h). With respect to
“acquigtion,” every telephone conversation was subject to monitoring during Mr. Fariz's
ownwiretapin 2002, and every call on Dr. Al-Arian’ sphonelinesover approximately aten-
year period and Mr. Hammoudeh' s phone lines over afour-year period were aswell. The
government recorded, and thus retained, by its own estimates approximately 21,000 hours
(or 2.4 years) of conversations. Even though the FISC has provided wide latitude with
respect to acquisition in light of the nature of the information sought, see In re All Matters,
218 F. Supp. 2d at 616-17, the length and extent of the monitoring and retention of these

conversations cannot be justified under an appropriate minimization procedure.
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Indeed, Mr. Fariz challenges whether the procedures used in this case properly
complied with the requirements of 50 U.S.C. § 1801(h). According to the FISC, the
government hasbeen following Standard Minimization Proceduresfor aU.S. Person Agents
of Foreign Powersthat were approved by the FISC. See 218 F. Supp. 2d at 615, 616. Under
these procedures, the following steps are taken in the minimization process:

« information isreduced to an inteligible form: if recorded it is transcribed,
if inaforeignlanguageit istrandated, if in electronic or computer storage it
is accessed and printed, if in code it is decrypted and if on film or similar
mediait isdeveloped and printed;

* oncetheinformation isunderstandable, areviewing official, usually an FBI
caseagent, makesaninformed judgment asto whether theinformation seized
is or might be foreign intelligence information related to clandestine
intelligence activities or international terrorism;

« if the information is determined to be, or might be, foreign intelligence, it
islogged into the FBI'srecords and filed in avariety of storage systemsfrom
which it can be retrieved for analysis, for counterintelligence investigations
or operaions, or for use at criminal trial;

« if found not to be foreign intelligence information, it must be minimized,
which can be done in variety of ways depending upon the format of the
information: if recorded the information would not be indexed, and thus
becomenon-retrievable, if in hard copy from facsimileintercept or computer
print-out it should be discarded, if on re-recordable mediait could be erased,
or if too bulky or too sensitive, it might be destroyed.

Id. at 617-18. Additionally, those “communications of or concerning United States persons
that could not be foreign intelligenceinformation or are not evidence of acrime. .. may not
be logged or summarized.” Id. at 618 (quoting Standard Minimization Proceduresfor U.S.
Person Agent of aForeign Power in Section 3.(a)(4) Acquisition/I nterception/Monitoring and
Logging) (emphasis in original). Further, according to 50 U.S.C. § 1801(h)(2), such

information should not be disseminated without the U.S. person’s consent.
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Attheveryleast, private conversationswhol lyirrelevant to either foreigninteligence
or law enforcement were shared between intelligence officid sand law enforcement officials
inthiscase, inviolation of 50 U.S.C. § 1801(h)(2) and (3).° The U.S. Attorney’ s Office has
admitted that the vast majority of the 21,000 hours it was provided are irrelevant to the
crimes alleged in this case. See, e.g., Doc. 456, Tr. 1/22/04, at 61-72; Doc. 648,
Government’s Response, at 5 (indicating that fewer than 40 conversations involving Mr.
Farizwereincluded in the Superseding Indictment). Accordingly, with regpect to such calls
involving or concerning Mr. Fariz, such cdls were disseminated to law enforcement
personnd, without hisconsent, inviolation of FISA. 50 U.S.C. §1801(h)(2) (providing that
“nonpublicly available information, which is not foreign intelligence information . . . shall
not be disseminated in a manner that identifies any United States person, without such
person’s consent. . . .”). Moreover, if the information was not “evidence of a crime,” it
should not have been provided to law enforcement. 50 U.S.C. § 1801(h)(3).

In this respect, the application and orders of FISA in this casefailed to comply with
Congress's intent that “rigorous and strict controls be placed on the retrieval of such

identifiable information and its dissemination or use for purposes other than

o As an illustration, the U.S. Attorney’s Office has provided to the defense

approximately 1,500 CDscontaining FISA intercepts, in addition to the cassette tapes containing the
callsalleged in the original indictment. The very first conversation that the undersigned heard on
aCD wasaconversationin English, clearly not involving any of the Defendantsin this case (based
on the voices and accents of the participants), between a man and a woman concerning what
appeared to be their extramarital affair. Such conversations were not properly disseminated to the

U.S. Attorney’ s Office pursuant to any minimization procedure under 50 U.S.C. 8§ 1801(h)(3).
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counterintelligence or counter terrorism.” Inre All Matters, 218 F. Supp. 2d at 618 (quoting
H.R. Rep. 95-1283, at 59 (1978)) (emphasisin original). The wholesde dissemination of
Mr. Fariz' sand others’ private conversations, irrelevant to either foreign intelligence or law
enforcement, was certainly not “rigorous’ or “controlled.” Mr. Fariz thereforecontendsthat
the FISA surveillance should be suppressed for noncompliance with the FISA minimization
requirements.

D. Constitutional Arguments

Should the Court determine that the FISA applications and orders comply with the
requirements of FISA for electronic surveillance, Mr. Fariz also challenges the electronic
surveillance based onviolationsof the U.S. Constitution. Mr. Fariz particularly assertsthat
whereany surveillance wasconducted under FI SA with the primary purpose of investigating
crimes, such surveillance was conducted in violation of the Fourth Amendment. Mr. Fariz
additionaly contendsthat the el ectronic surveillanceimplicates his First Amendment rights
and further challenges whether the FISA surveillance, particularly with respect to its
minimization procedures, complied with the due process requirements recognized in Brady
v. Maryland, 373 U.S. 83 (1963).

1. Background: The Fourth Amendment Applies to Electronic
Surveillance

The right of the peopleto be securein their persons, houses,
papers, and effects, against unreasonable searches and
seizures, shall not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation,
and particularly describing the place to be searched, and the
persons or things to be seized.
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U.S. Const. amend. IV.

In 1967, the Supreme Court held that the Fourth Amendment applies to electronic
surveillance of telephone calls. Katz v. United States, 389 U.S. 347 (1967); Berger v. New
York, 388 U.S. 41 (1967). InKatz, the Supreme Court held that the government’ srecording
of an individual’s telephone calls made at a telephone booth “violated the privacy upon
which hejustifiably relied while using thetel ephone booth and thus constituted a* search and
seizure’ within the meaning of the Fourth Amendment.” 389 U.S. at 353. The Supreme
Court therefore held that a warrant had to be secured based on probable cause presented to
aneutral magistrate. /d. at 356. Asthe Supreme Court expressed in Berger, “[f]ew threats
to liberty exist which are greater than that posed by the use of eavesdropping devices.” 388
U.S. a 63. Theexclusonaryrulepreventstheintroduction into evidence of communications
obtained in violation of the Fourth Amendment. /d. at 50 (citing Weeks v. United States, 232
U.S. 383 (1914); id. at 52 (citing Wong Sun v. United States, 371 U.S. 471 (1963)).

2. Foreign Intelligence/National Security Distinction

While the Supreme Court recognized that the Fourth Amendment applies to
electronic surveillance, the Supreme Court expressly left open the question of “[w]hether
safeguards other than prior authorization by a magistrate would satisfy the Fourth
Amendment in a situation involving the national security.” Katz, 389 U.S. a 358 n.23. In
United States v. United States District Court, 407 U.S. 297 (1972) (“Keith”), the Supreme
Court examined the question of whether the Fourth Amendment protections applied to

electronic surveillance conducted for domestic national security purposes. The wiretapsin
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that case had been conducted upon the authority of the Attorney General “‘to gather
intelligence information deemed necessary to protect the nation from attempts of domestic
organizations to attack and subvert the existing structure of the Government.”” Id. at 300.
The Court held that the surveillance was unlawful, since the surveillance was conducted
without prior judicial approval and could not be sustained as an exception to the warrant
requirement. Id. at 316-21.

The Supreme Court rejected the government’s arguments that the compelling
rationd e of the protection of national security justified the warrantless surveillance, in light
of the privacy and First Amendment issues at stake. /d. at 312-14. Specifically, the Court

observed:

National security cases, moreover, often reflect a convergence of First and
Fourth Amendment values not present in cases of ‘ordinary' crime. Though
the investigative duty of the executive may bestronger in such cases, 0 also
istheregreater jeopardy to constitutionally protected speech. 'Historically the
struggle for freedom of speech and press in England was bound up with the
issue of the scope of the search and seizure power,” Marcus v. Search
Warrants etc., 367 U.S. 717, 724, 81 S.Ct. 1708, 1712, 6 L.Ed.2d 1127
(1961). History abundantly documentsthetendency of Government--however
benevolent and benign its motives--to view with suspicion those who most
fervently dispute its policies. Fourth Amendment protections become the
more necessary when the targets of official survellance may be those
suspected of unorthodoxy in their political beliefs. The danger to political
dissent is acute where the Government attempts to act under so vague a
concept as the power to protect ‘'domestic security.' Given the difficulty of
defining the domestic security interest, the danger of abuse in acting to
protect that interest becomes apparent. Senator Hart addressed this dilemma
in the floor debate on s 2511(3):

'‘As | read it--and this is my fear--we are saying that the President, on his
motion, could declare--name your favorite poison--draft dodgers, Black
Muslims, the Ku Klux Klan, or civil rights activists to be aclear and present
danger to the structure or existence of the Government.’
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The price of lawful public dissent must not be a dread of subjection to an
unchecked surveillance power. Nor must the fear of unauthorized official
eavesdropping deter vigorous citizen dissent and discussion of Government
action in private conversation. For private dissent, no less than open public
discourse, is essential to our free society.

Id. a 313-14. The Supreme Court made clear, however, tha its decision “requires no
judgment on the scope of the President’s surveillance power with respect to activities of

foreign powers, within or without this country.” Id. at 308; id. at 321-22 & n.20.

The Supreme Court al sorecognized differencesbetween surveillancefor intelligence
gathering purposes and for “ordinary crime,” noting that the “gathering of security
intelligence is often long range and involves the interrelation of various sources and types
of information,” the “exact targets of such surveillance may be more difficult to identify,”
and “[o]ften, too, the emphasis of domestic intelligence gathering is on the prevention of
unlawful activity or the enhancement of the Government’ s preparedness for some possible
future crisis or emergency.” Id. at 322. Because of these “potential distinctions between
Title 11l criminal surveillances and those involving the domegtic security,” the Supreme
Court indicated that “ Congressmay wishto consider protectivestandardsfor thelatter which
differ from those already prescribed for specified crimesin Title lll.” Id. The Supreme

Court explaned that:

Different standards may be compatible with the Fourth Amendment if they
are reasonable both in relation to the legitimate need of Government for
intelligence information and the protected rights of our citizens. For the
warrant application may vary according to the governmental interest to be
enforced and the nature of citizen rights deserving protection.
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Id. at 322-23.

3. When the Electronic Surveillance’s Primary Purposeis Criminal
Investigation, Electronic Surveillance Pursuant to FISA Violates
the Fourth Amendment

The question in the instant case is whether the electronic surveillance conducted
under the Foreign Intelligence Surveillance Act, enacted after Keith, satisfies the
requirementsof the Fourth Amendment, wherethe survelllanceis conducted for the purpose
of foreign intelligence gathering, or the surveillance is conducted with the primary purpose
of investigating criminal activity. Mr. Fariz asserts that the electronic surveillancein this
case did not comport with the Fourth Amendment, particularly where the surveillance was

conducted with law enforcement asiits primary purpose.®®

Berger and Katz established that electronic surveillance conducted for law
enforcement purposes must satisfy thewarrant and probabl ecause requirementsof the Fourth
Amendment. Congress codified these proceduresin Titlelll of the Omnibus Crime Control
and Safe Streets Act of 1968. 18 U.S.C. § 2518, see Keith, 407 U.S. at 322. Keith
recognized a possible distinction in Fourth Amendment standards between intelligence
gathering and law enforcement purposes, and held that for domestic intelligence gathering

at least prior judicial approval wasrequired. 407 U.S. at 322-23.

10 Sincethe purpaose of thesurveillanceis constitutiondly significant, Mr. Fariz asserts

that disclosure of the recordsrevealing the purposes of the surveillanceiscrucial. See Part B, supra.

29



Congress passed the Foreign Intelligence Surveillance Act in 1978, amid a number
of abuses by the Executive Branch, particularly during the Nixon Administration. FISA, as
origindly enacted, and numerous decisions of the courts of appeals have recognized this
distinction between intelligence gathering and law enforcement surveillance. Specificaly,
until the U.S. PATRIOT Act amendments on October 26, 2001, FISA provided that an
executive official had to certify that “the purpose of the surveillance is to obtain foreign
intelligence information.” 50 U.S.C. § 1804(a)(7)(B) (2000). Courtsfollowing Keith and
interpreting FI SA have uphel d the use of el ectronic surveillancewithout atraditional warrant
based on probable cause where the “primary purpose”’ of the surveillance was to obtain
foreignintelligenceinformation. See, e.g., United States v. Johnson, 952 F.2d 565, 572 (1st
Cir. 1991) (“ Although evidence obtained under FISA subsequently may be used in criminal
prosecutions. . . theinvestigation of criminal activity cannot be the primary purpose of the
surveillance. . . . [FISA] is not to be used as an end-run around the Fourth Amendment’s
prohibition of warrantless searches.”); United States v. Duggan, 743 F.2d 59, 77 (2d Cir.
1984) (interpreting FISA); United States v. Truong Dinh Hung, 629 F.2d 908, 915-16 (4th
Cir. 1980) (considering pre-FISA surveillance and holding that “the executive should be
excused from securing awarrant only when the surveillance is conducted ‘primarily’ for
foreignintelligencereasons.”)"; United States v. Pelton, 835F.2d 1067, 1075 (4th Cir. 1987)

(interpreting FISA); United States v. Badia, 827 F.2d 1458, 1464 (11th Cir. 1987) (finding

1 See also United States v. Hammoud, 387 F.3d 316, 334 (4th Cir. 2004) (en banc)
(finding that “even if the primary purpose test applies, it is satisfied here”).
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that FISA applicaion and related documents “establish that the telephone surveillance of
Arocenadid not have asits purpose the primary objective of investigating acriminal act.”);
see also United States v. Brown, 484 F.2d 418, 424 (5th Cir. 1973) “[t]hereisnoindication
that defendant’s telephone conversations were monitored for the purpose of gaining
information to use at histrial, a practice we would immediatdy proscribe with appropriate
remedy.”); id. at 426 (*the President may constitutionally authorize warrantlesswiretapsfor
the purpose of gathering foreign intelligence”); but see In re Sealed Case, 310 F.3d at 746
(*We acknowledge . . . that the constitutional question presented by this case — whether
Congress' disapproval of theprimary purposetest is consistent with the Fourth Amendment

— has no definitive jurisprudential answer.”).

Mr. Fariz contends that any surveillance conducted in this case where the primary
purposeof the surveillancewas not to gather foreignintelligenceinformation but wasfor law
enforcement purposes is unconstitutional under the Supreme Court’s decisions in Katz,
Berger, and Keith. While Congress amended FISA to require that “a significant purpose”
of the surveillance be to obtain foreign intelligence information in 2001, this statutory
amendment does not change this constitutional conclusion.*? Where the primary purpose of
the surveillance is law enforcement, the Fourth Amendment requires that the executive
receive prior judicial approval from a neutral and detached magistrate upon a showing of

probable cause that a specific crime has been or is about to be committed and with the

12 The statutory amendment affects the standard that the government had to meet in

order to comply with the terms of FISA, see Part C.2, supra, not the Fourth Amendment.
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requisite particularity concerning the places to be searched and the things to be seized.
Berger, 388 U.S. at 54-56. Indeed, Congress hasincluded many of the crimesalleged inthis
caseas proper predicatesfor aTitle Il wiretap that includes these protections, meaning that

Title 11l surveillance is availablefor the investigation of these crimes.
a. FISA does not comply with the Fourth Amendment

In order to comply with the Fourth Amendment, awarrant for electronic survellance
must demonstrate probabl e cause that a specific crime has been or is about to be committed
and describewith particul arity the place or personto be searched. Berger, 388 U.S. at 55-56;
see id. at 57 (indicating that the Supreme Court had upheld el ectronic surveillancein another
case, in part because* theorder described the type of conversation sought with parti cularity,
thus indicating the specific objective of the Government in entering the constitutionally
protected area and the limitations placed upon the officer executing the warrant”). Asthe
Supreme Court has expressed, “[t]he need for particularity and evidence of reliability inthe
showing required when judicial authorization of asearch is sought is especially great in the
case of eavesdropping.” Id. at 56.

In Berger, the Supreme Court found aNew Y ork Statestatuteunconstitutional, which

allowed for judicial issuance of an “‘ex parte order for eavesdropping’ upon ‘oath or
affirmation...” that states”* that there isreasonabl e ground to believethat evidence of crime
may be thus obtained, and particularly describing the person or persons whose

communications, conversations or discussions are to be overheard or recorded and the

purpose thereof, and * * * identifying the particular telephone number or telegraph line
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involved.”” Id. at 54. The Supreme Court found a number of constitutional problems with
this statute, and the Court’s findings are worth quoting in length in light of what FISA

authorizes:

Webelievethe statute hereisequally offensive. Fird, aswe have mentioned,
eavesdropping is authorized without requiring belief that any particular
offense has been or is being committed; nor that the "property” sought, the
conversations, be particularly described. The purpose of the probable cause
requirement of the Fourth Amendment, to keep the state out of
constitutionally protected areas until it has reason to believe that a specific
crime has been or is being committed, is thereby wholly aborted. Likewise
the statute's failure to describe with particularity the conversations sought
gives the officer aroving commission to "seize" any and all conversations.
It istruethat the statute requires the naming of "the person or personswhose
communications, conversations or discussions are to be overheard or
recorded * * *." But this does no more than identify the person whose
constitutionally protected area is to be invaded rather than "particularly
describing" the communications, conversations, or discussionsto be seized.
Aswith general warrantsthisleavestoo much to the discretion of the officer
executing the order. Secondly, authorization of eavesdropping for a two-
month period isthe equivalent of aseriesof intrusions, searches, and seizures
pursuant to a single showing of probable cause. Prompt execution is aso
avoided. During such a long and continuous (24 hours a day) period the
conversations of any and all persons coming into the area covered by the
devicewill be seized indiscriminately and without regard to their connection
with the crime under investigation. Moreover, the statute permits, and there
were authorized here, extensions of the origina two-month period--
presumably for two months each--on a mere showing that such extension is
"in the public interest.” Apparently the original grounds on which the
eavesdrop order wasinitidly issued also form the basis of therenewd. This
we believe insufficient without ashowing of present probable cause for the
continuance of the eavesdrop. Third, the satute placesno terminationdateon
the eavesdrop once the conversation sought is seized. Thisisleft entirely in
the discretion of the officer. Finaly, the statute's procedure, necessarily
because its success depends on secrecy, has no requirement for notice as do
conventional warrants, nor does it overcome this defect by requiring some
showing of special facts. On the contrary, it permits uncontested entry
without any showing of exigent circumstances. Such ashowing of exigency,
inorder toavoid noticewould appear moreimportant in eavesdropping, with
its inherent dangers, than that required when conventional procedures of
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search and seizure are utilized. Nor does the statute provide for areturn on
thewarrant thereby leaving full discretioninthe officer asto the use of seized
conversations of innocent as well as guilty parties. In short, the statute's
blanket grant of permission to eavesdrop is without adequate judicial
supervison or protective procedures.

Id. at 58-60.

FISA does not satisfy the Fourth Amendment warrant requirements when it isbeing
used for law enforcement purposes. It does not require the government to show that the
target hascommitted or isabout tocommit aspecific crime; instead, it only requiresprobable
cause to believe that the individual is an agent of a foreign power. 50 U.S.C. §
1805(a)(3)(A). Asapplied in this case, Mr. Fariz submits that FISA also does not satisfy
particularity requirements, such as “‘paticularly describing’ the communications,
conversations, or discussions to be seized.” Berger, 388 U.S. at 59. The vast amount of
conversations irrelevant to even a foreign intelligence purpose suggests that FISA, like a
general warrant, “leaves too much to the discretion of the officer executing the order.” 1d.

FISA also failsto provide meaningful judicial review of applications for electronic
surveillance. FISA allows the specified government officials to certify that they have
compliedwiththerequirementsof FISA, providing that certain certificationswheninvolving
U.S. persons must not be “clearly erroneous.” 50 U.S.C. 8 1804(a)(7); id. 8 1805(a)(5);
Badia, 827 F.2d & 1463. Thisreview, however, “isnot, of course, comparableto aprobable
cause finding by the judge.” In re Sealed Case, 310 F.3d at 739 (citation omitted). While
the FISCR found that “ FISA provides additional protections,” wherethe* certification must

be made by a national security officer —typically the FBI Director — and must be approved



by the Attorney General or the Attorney General’ s Deputy,” id., these certifications are not
sufficient to ensure compliance with the Fourth Amendment. As the Supreme Court has
indicated:
But those charged with this investigative and prosecutorial duty should not
be the sole judges of when to utilize constitutionaly sensitive means in
pursuing their tasks. The historical judgment, which the Fourth Amendment
accepts, is that unreviewed executive discretion may yidd too readily to
pressures to obtain incriminating evidence and overlook potential invasions
of privacy and protected speech.
Keith, 407 U.S. at 317. Indeed, the U.S. Department of Justice has confessed error in at least
75 FISA applications. In re All Matters, 218 F. Supp. 2d at 620; id. at 621. These are
mi sstatements and omissions that the government chose to disclose it is not possible to
know whether additional falsehoods and errors were made that were not reported. That so
many errors occurred without detection by FISC only serves to underscore the conclusion
that FISA fails to protect Americans from unwarranted intrusion into their private lives.”®

Accordingly, Mr. Fariz seeks to suppress the fruits of all electronic surveillance conducted

in violation of the Fourth Amendment.

13 Mr. Fariz also therefore questionswhether FISA meetsFourth Amendment standards
even where the government’ s primary purposeisforeign intelligence gathering, in light of thislack
of meaningful judicia review by a detached and neutral magistrate. See Keith, 407 U.S. at 316-22
(requiring prior judicial approval for domestic security surveillance and leaving open the issue of
foreign intelligence gathering). While Mr. Fariz acknowledges that binding appdlate precedent
providesthat warrantless surveillance is permissible under the Fourth Amendment, see Brown, 484
F.2d at 425-27, Mr. Fariz wishes to preserve thisissue for further appellate review.
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b. Brady Implications of Electronic Surveillance Under FISA

Regardless of whether the government had foreign intelligence or criminal evidence
gathering as its primary purpose when it conducted the surveillance a issue, Mr. Fariz
questions, and seeks further information regarding, whether FISA ensures that the
government has met its requirements under Brady v. Maryland, 373 U.S. 83 (1963), and its
progeny. See 50 U.S.C. § 1806(g) (providing for disclosure of materialsif required by due
process). Specifically, FISA’s minimization statute allows “evidence of a crime” to be
shared with law enforcement. 50U.S.C. § 1801(h)(3). The statute doesnot addresswhether
the government is al so retaining and disseminating, in identifiableform, information that is
exculpatory to these crimes.

Indeed, Mr. Fariz contends that concerns arising under Brady demonstrate that the
use of FISA for the investigation of crimesisinappropriate, and aviolation of due process,
unless the government is also ensuring that exculpatory information is being retained in a
retrievable manner. Mr. Fariz submitsthat the government’ s production of 21,000 hours of
interceptsinthiscase, without specifically identifying Brady material, doesnot comport with
due process. See United States v. Hsia, 24 F. Supp. 2d 14, 29-30 (D.D.C. 1998) (“The
government cannot meet its Brady obligations by providing Ms. Hsiawith accessto 600,000
documents and then claiming that she should have been able to find the excul patory
information in the haystack. To theextent that the government knows of any documents or
statements that congitute Brady material, it must identify that material to Ms. Hsa.”);

Emmett v. Ricketts, 397 F. Supp. 1025, 1043 (N.D. Ga. 1975) (“In this Court's opinion, the
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prosecutorial duty toproduce exculpatory evidenceimposed by Brady may not bedischarged

by 'dumping' (even in good faith) a voluminous mass of files, tapes and documentary

evidence on atrial judge,” and indicating that “the prosecutor retains the constitutional

obligation of initially screening the materialsbeforehim . ...”). Theseconcernsfurther call

into question the appropriateness of FISA surveillance, particularly in its use to investigate

crimes.

E. Conclusion

Based on theforegoing, Mr. Fariz requeststhat this Court (1) order the disclosure of

the FISA orders, applications, and materials and (2) suppress the fruits of al FISA

surveillance in this case.
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